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FOURTH AMENDMENT

In the Tsarnaev case, the defendant complained about the lack 
of specificity of the government’s search warrant.   As a general 
matter, the Fourth Amendment forbids “general warrants.”  That is, 
the government cannot obtain search warrants that are essentially 
a blank check to search for evidence of a crime.   Instead, to be 
valid, a search warrant needs to describe the place to be searched 
and the things for which the government is searching (as well as 
providing probable cause that such search will be fruitful).  

As with many legal concepts, application of this principle is more 
challenging than it sounds.   Does a warrant have to specify an 
exact and correct address?  Generally, yes.  Does it need to specify 
the rooms within an address?  Maybe.  Does it need to specify 
which drawers or cabinets can be searched?  Probably not.  

Now, apply that logic to a computer.  How specific does the warrant 
need to be?   For the most part, the case law does not require 
the government to specify precise folders or directories to be 
searched.  And, in Tsarnaev, the U.S. District Court for the District 
of Massachusetts held that the federal government’s warrants 
specified the items being searched for in a sufficiently narrowly 
tailored manner.  

To reach that conclusion, the court held that some of the broader 
warrant provisions should be read in light of and limited by the 
overall context of the warrant.

Just a few months ago, the U.S. Supreme Court held that law 
enforcement cannot search a person’s smartphone upon arrest 
without a warrant or other special circumstances.  Riley v. California, 
134 S. Ct. 2473 (2014).  

In that decision, all the justices acknowledged that the amount of 
data contained on a smartphone represents a fundamental change 
in how people go about their daily lives.  The court explained that 
law enforcement cannot “ransack” a person’s house, and a modern 
cellphone likely contains a “broad array of private information 
never found in a home in any form.”  

Put simply, the Supreme Court recognized the immense amount 
of data that can be stored on a small device such as a phone or a 
computer.  

As applied to cases like Tsarnaev, courts may demand increased 
specificity from law enforcement when drafting a valid search 
warrant applicable to a computer in light of the Supreme Court’s 
recognition that an entire world of data exists on that device, 
and giving the government unfettered access to the device may 
amount to giving it permission to ransack a person’s house.  But, 
we are not there yet.  

And law enforcement officials can make compelling counter-
arguments regarding the difficulty of identifying specific files 
or directories in a computer to be searched because, unlike an  
address or a room, those “spaces” cannot be seen with the naked 
eye until the government has access to the computer.  (Although 
witnesses and other investigative techniques may provide that 
specificity in the same way the government can try to learn the 
layout of an apartment and its contents before entering the 
building.)  WJ
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